\\\\\\llllll/

Chapmans

CHARTERED ACCOUNTANTS
2,
T\

A

{\\\\llm,

Scam Alert:

Fake Inland Revenue refund
emails

Phishing emails are circulating that imitate Inland Revenue and “myIR NZ”. Arecent example claimed
thatthe recipient’s information was incomplete, promised a 2026 income tax refund and asked them
to validate their details through a link within 72 hours.

Do not click the link or provide any information. The sender’s display name may look genuine but
hovering over or opening the sender details can reveal an unrelated email address. Other warning
signsinclude urgency, generic greetings, refund promises and links requesting personalinformation.

Inland Revenue says scam emails may come from the wrong address, include pressure to act, use
suspicious links or mention refunds. Genuine Inland Revenue messages direct customers to log in
to mylIR rather than providing email links.

If you receive a suspicious message, forward the original email to phishing@ird.govt.nz and then
delete it. Access mylR only through the official Inland Revenue website. If you clicked a link or
disclosed information, change your passwords, contact your bank where relevant, and seek help
promptly. If you are unsure about a tax-related message, please contact our team before responding.
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